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Modern web applications are built on a tangle of technologies that have been developed over
time and then haphazardly pieced together. Every piece of the web application stack, from
HTTP requests to browser-side scripts, comes with important yet subtle security consequences.
To keep users safe, it is essential for developers to confidently navigate this landscape.In The
Tangled Web, Michal Zalewski, one of the world’s top browser security experts, offers a
compelling narrative that explains exactly how browsers work and why they’re fundamentally
insecure. Rather than dispense simplistic advice on vulnerabilities, Zalewski examines the entire
browser security model, revealing weak points and providing crucial information for shoring up
web application security.You’ll learn how to:–Perform common but surprisingly complex tasks
such as URL parsing and HTML sanitization–Use modern security features like Strict Transport
Security, Content Security Policy, and Cross-Origin Resource Sharing–Leverage many variants
of the same-origin policy to safely compartmentalize complex web applications and protect user
credentials in case of XSS bugs–Build mashups and embed gadgets without getting stung by
the tricky frame navigation policy–Embed or host user-supplied content without running into the
trap of content sniffingFor quick reference, "Security Engineering Cheat Sheets" at the end of
each chapter offer ready solutions to problems you’re most likely to encounter. With coverage
extending as far as planned HTML5 features, The Tangled Web will help you create secure web
applications that stand the test of time.

"A classic – arguably canon – as far as security training books go, and especially when it comes
to web application security."—Britt Kemp, Bishop Fox LabsAbout the AuthorMichal Zalewski is
an internationally recognized information security expert with a long track record of delivering
cutting-edge research. He is credited with discovering hundreds of notable security
vulnerabilities and frequently appears on lists of the most influential security experts. He is the
author of Silence on the Wire (No Starch Press), Google's "Browser Security Handbook," and
numerous important research papers.--This text refers to an alternate kindle_edition edition.
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Ilya Grigorik, “Mandatory reading for every web developer. "Gaining insights into the underlying
mechanics of web applications is far more important that memorizing several thousand random
and often unnecessary terms."That one sentence sums up why "The Tangled Web" is, hands
down, the best book on web and browser security. It is all too easy to criticize, lament, and
create paranoid scenarios about the "unsound security foundations" of the web. Truth is, all of
that criticism is true, and yet the web has proven to be an incredibly robust platform. In this book
Michal Zalewski walks us through the history and the evolution of the architecture of the popular
browsers, servers, protocols, and everything in between - as it relates security of modern web
applications.Instead of focusing on the usual security acronyms and "attack classes", this book
will give you something much more powerful: a bottom up understanding of how a modern
browser operates, why it does what it does, and what implications this has for designing more
secure applications. This book should be mandatory reading for every web-developer. Highly
recommend it.”

Marcin Antkiewicz, “Systematic coverage of browser security. The book provides systematic
coverage of browser security. The first 6 pages of chapter 1 provide brilliant insight into why
formal security models, risk management and taxonomies fail to deliver promised security
improvements to organizations that embrace them. I used to explain the same with a lot of hand
weaving, Zalewski's approach and insight are far superior.Make no mistake, the book is focused
on the browser and related technologies rather than the theory of security. The same
tremendous insight, that made me nod with appreciation and wish that I had the book 5 years
ago while working on security policies, illuminates browser concepts like in-browser content
separation, scripting, and much more.I appreciate the authors treatment of each of the concepts
in the context of the browser as a complex and still evolving technology, with it's own history,
standards, market requirements and politics.”

rpm507, “Good guidance for developing secure web applications. Did you know that every web
application should have a crossdomain.xml? Check the top level of most popular sites. That is
just one of the tips available in the Security Engineering Cheat Sheets in this book. Some of the
content is a little dated but the guidance is very applicable.”

Hugo Assuncao, “The pitfalls of web and browsers. It's an impressive web and browser
insideout.This book is for you, if you want to learn the pitfalls.”

Maxim Kachurovskiy, “Best applied tech book I've ever read. This book is AWESOME. One
should not be allowed to work on sensitive product without studying it.Before I didn't even
realized that e.g. when Flash makes cross domain requests it appends all ambient credentials -
and there are so many insights like this in this book.While reading I also found a bunch of critical



vulnerabilities in the projects I know.”

E. Gutesman, “Zalewski again, driving the security practices. The book is very well written and
goes through modern web application vulnerabilities. The author, as always, gives examples and
very clear explanations.”

David M, “Excellent. Reading some of the reviews on the main amazon.com website it's quite
clear to understand that this book is not for a developer trying to understand how to defend their
websites against attack, and I'd certainly not recommend it for that purpose. What it is excellent
at is giving an overview of the mess that is modern browser security. It's getting old now, but the
way it's written (and I assume the reason that it is a little rambling) it's a dude trying to explain
what he feels you should know about the way the internet works, many times during the book
even before I've asked 'does this mean x is possible if we get it wrong' - he's got an example of it.
It's a great book, and if you take it for what it is, there's nothing that has the gives you the same
insight and depth into the (well in 2020 not so much) way the modern web works and the pitfalls
that are all too easy to fall into. 5*”

Mr. R. W. M. Jones, “Should be required reading. Required reading for anyone who ever has to
write a website, manage people writing websites, or really for anyone involved with the business
or technology of the web. This is an incredibly detailed reference, and I hope Michal gets around
to writing an updated version for 2017 soon.”

Ebook Tops Reader, “Very nice book.. One of the best books I've ever read. It is a bit outdated
for 2019, but it still does the job.”

Ebook Tops Reader, “Good book. So far so good. I'm a layman with respect to Web security so I
need to read around a lot to properly understand this book but I'm still finding it remarkably
interesting and useful. Thank you”

Sally Champion, “No problem. Given as gift”

The book by Michal Zalewski has a rating of  5 out of 4.4. 67 people have provided feedback.
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